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Agenda

» MNapouvcioon tng HAIKA AE

» Yolotdapevn vmtodour Datacenter

» Metpo Aodaletac M HAIKA AE

» NopoBetiko nmAaiowo (EE 2016/679 GDPR)
» 2X€TIKEC Apaoelc HAIKA AE

» NpoKANOELC

B EAAqvicd Anpoxparia
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MAPOY2IA2H HAIKA AE

Y B EAAqvixd Anpoxparia
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2uvomntikn rapouvoioon tnc HAIKA AE

H HAektpoviky AwakuBepvnon Kowwvikng AcdaAiong
(H.AILK.A.  A.E.) ovotabnke pe tov N.3607/2007 (wg
uetatport) tou NIMIA K.H.Y.KY. v.6.390/1969 OEK 283/AA), kal
elval kpaTikoc popeac (AEKO) pe amootoAn:

» va napexel oAokAnpwuevec AUOEIC UYPNANC MOLOTNTOC OTOV TOUER TNG
MAnpowoptikn¢ kau Emikowvwviwyv, ot oroie¢ Sa umootnpilouv thv opdn,
TANPN Kol ATOTEAECUATIKN AELTOUPYIO TWV POPEWV KOWWVIKNG ao@AALoNC
Kol tapoyn¢ vyeiag oe Badoc xpovou kat tnv eEUMNPETNCN TWV MOALTWY,
UEOW TNC MAPOXNE CUYXPOVWV NAEKTPOVIKWV UTTNPECLWY KOl TTANPOQOopPLWV

» va Staopalilel kot urtootnplilel T SLAAEITOUPYIKOTNTA TWV SUCTHUATWY
MAnpo@optkn¢ Kat EmKOWwVIWVY TwV @QOpEWYV Tou SpaoTnPLOTToLOUVTaL OE
Ueuata aopalilonc, uyeiag, mpovoLac Kol KOLVWVIKNC TTOALTLKNG

B EAAnvich Anpoxparia



Yninpeoiec otouc Dopeic Kowwviknc
Aocdalionc, NMpovorac kot Yyeiog

» AloaodpaAion Kot umootnpEn TG SLAASLTOUPYLKOTNTAC TWV
MAnpodoplakwv Zvotnpatwv twv QKA kabwc kot dopewv Tou
dpaotnplomoloUviol 0 BEUATO UYELQG, TIPOVOLOC KOl KOLWVWVLKAC
TIOALTLKN G

» Evomoinon nAnpodopiag oto xwpo tn¢ Kowwwvikng Aopaiiong ko
¢ Yyeiog otnv EAAada

» MNapoxn cupuBouvAwv ywa Ogpata TMNE tpog toug Popeic Kovwvikng
AodaAlong

» EOVIKO onueio mpooBaon¢ yia diaoclvdeon ME aAVIIOTOLXOUC
$opeic tn¢ Evpwnaikng Evwong otnv Kowwvik AcdaAion (EESSI)
kat Yyeia (NCPeHealth)

» Moapoxn mnAnpodoplwwv OTATIOTIKWY R GAAou TUMOU Kot

aélodoynocwv yla tnv Kowwviki AcdaAion kat tnv Yyeia otnv
EAAGOQ

B EAAnvich Anpoxparia

H E i KA . . Ynoupyeio AroixnTixAc Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOLAL AIOIKHINI & AYIOAICIKHINE



Mowouc e€unnpetsl...

» 10 ek. Aopaiiopevouc (AMKA, ATAAZ, Zuotnua
HA. Zuvtayoypadnonc KAT)

» 2,66 €Kk ouvtaéloUouc yla tn pnviocio mAnpwun
4,49 €K CUVTOEEWV

» 1,85 ekatoppupla aocdpaiiopevouc os OTA, OAEE,
TAN, ETATI-MME

» 50.000 latpouc

» 12.000 QappaKkomoloug

» 37.000 MwoBobotouevouc
» 500.000 NoonAguopevoucg

H E i KA W B Ynoupyeio AioiknTixAC AvacuykpdTnong
@ H/‘.“i:f KTP “ ‘;H‘(_ - ,}\ Y E:; L DN J ‘HH w 8(660
KOINONIKHE ASDQAAISHS AE. EONIKO KENTPO AHMOTAL AICHIHINE & AYIOAIOKHIHE
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Edbappoyec Yyelac ...

YAomnoinoe kot Aettoupyel To €pyo tnG HAEKTPOVIKNAG &) e
Juvtayoypadnong I ST TP
Yuvtnpel 14 sykataotaocelg NMAnpodoplakwyv

Yuotnuatwv Noookopeiwv S N\ kg Seiapanc

B = w Mio8odociag

EkdibeL tn pobodooia (epnuepieg, Bapdieg) oe
nepLoocotepa amno 60 voookopeia

OAokAnpwvel to OMZY yia 31 Noookopeia (ektog I o e
KNZ) (s

YAomoinoe kat Asttoupyet to EBvikO Zuotnua i
HAektpovikwv PavteBol pe Tic povadec vyeiog e
Avarmtuooel TAatpoppa yLla TNV UtooTNPLEN Twv - .
S6pwv tne MpwtoBabutac Opovtidac Yyeiag B o va o
» latpwkog MDakelog A’-BaBuLoag
» MpooBaon kal ZuykatdBeon AcBevouc

Enia1o MAHPO®OPIAKO ZYEITHMA
MonaaaeN YTEIAZ

uuuuuuuuuuuuuuu

HAIKA Sedda

HAEKTPONIKH AIAKYBEPNHZH Tunua Aod. Zuot. & Alktowy - ATYRAZ

KOINONIKHZ AZDQAANIZHZ AE. EONIKO KENTPO AHMOLAL AIOKHINI &



Edbappoyec Kowvwvikne AopaAionc

& AAANnAgyyung ...

ALaBETEL KOl oUVTNPEL TO LOVASIKO NAEKTPOVLKO LLNTPWO TIOALTWY
(AMKA) tou EAANVIKOU Kpdtoug

EkSidel TIc ouvtagelg OAwv Twv cuvtaflovxwv KABe pRva

AwaBgtel we untnpeoia to AopaAloTtiko Bloypadiko kot tnv
AodalAiotikn Ikavotnta KaBevog Hag Kol UTtooTnPLEL ETL xpovia Ta
AodaAilotika Tapeia

Anuovpynoe Tt HAEKTPOVIKEG YIINPECLEG, TO EVLALO UNTPWO

aoPaALOHEVWY Kal cuvtaloUXwV, KaBwG Kal To ZUoTnpa YIOAOYLOHOoU,

Elonpaénc kat EkkaBapiong Evodpopwv Mn-MioBwtwv tou EQKA

Anpovupynoe To pnxovoypadlkd cuoTnUa TToU utooTtnpileL To
Kowwviko Etooénua AAAnAeyyiung (KEA)

YAomoinoe Ti¢ anapaitnteg SLacuvdEoEeLS e AAAa TTANpodopLOKA
ovotiuata (EQKA, AAAE, OAEA) yla Tnv autopatonolnuévn Slevépyela
SLadLkaolwy Kot EAEyXWV

HAIKA

HAEKTPONIKH AIAKYBEPNHZH
KOINONIKHZ AZDAAIZHEZ AE.

Tunua Aod. Zuot. & AKTOwWV - ATY&AS

v ApiBpog MnTpwou
AMKA Kovavikig Aopahiong

Eviaio Zonpa EAéyou
& Mnpuwpiev Zuvtatewy

‘?/) E6viko MnTpio Aog/onG
P Aco. Ikavornroc ATAAZ

Kahag HABate atig HAekTpovikég Yninpeaieg EQKA

Kovwviko Egodnpa
KA Py

Eigodog pe diamoTeutripia TaxisNet

Y B EAAqvixd Anpoxparia
!

._ . velo AroixnricAc Avaouykpdrnong
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Edbappoyec EOvikoU kopfBou
Sdtaouvoplokwv epoproywy ...

» Etaodalioe xpnuatodotnon (CEF) yia
dnuloupyla Kot Asttoupyia UTTOSOUWY WG
EOvikoc KopBoc: -

» [MpooBaonc yia HAeKTpoVvIKEC YIiNpeTieC yla TNV
Yyeia (NCP eHealth), kot

» MNpooBaonc yia HAEKTPOVIKEC YTINPEGDLEC yLaL TNV

AcdadAion (EESSI) ‘% -‘

» JUUMUETEXEL O0TO OoXESLAOMO TWV UTTOSOU WV
elD (mavevpwrnaikn Tavtomoinon xpnotTwv)
kot HEALTHelD (tautomoinon aoBsvwv)

B EAAqvicd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHZH W 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOTIAL AIKHIHE & AYIOAIOKNIHE



H OAokAnpwpuévn mAatdpopua
ortnoewv tnc HAIKA

> https://www.idika.gr/athenacard/

> https://www.idika.gr/kot/

@

Koivwviké == TipoAodvio
— ) Y

> https://keaprogram.gr/ Owtaxs
(T
> https://www.koinonikomerisma.gr/ CEOMNA
’ , , 2017 Kotvwviko
Mua TTpOKANON yLa VEQ TIPOOEYYLON UE Méplopa

TOV TTOALTN
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https://www.idika.gr/athenacard/
https://www.idika.gr/kot/
https://keaprogram.gr/
https://www.koinonikomerisma.gr/
https://www.koinonikomerisma.gr/

XopaKtneLoTtka MAaThOopaC
oawtnoswv HAIKA

» 2uotnua dlaxeiplonc kprenpiwv (oLlkoyEvela,
dLA0EEVOUUEVOC, VOLKOKUPLO, KOK)

» Alayeiplon atrtnoswv €vra€ng kat/n LetoBoAnc
oToLXElwV (ATOULKA, OLKOYEVELAC, VOLKOKUPLOU, KOK)

» On-line €ykplon/amnoppudn tng altnong
» Aloxeiplon mMANPWHUWYV o€ SKooUXouC

» MAnBwpa analytics oe €Bviko enimedo, emninedo
dnuou, Ka

» MoAAamAd "kavaAia urtofoAnG” attnoswv
» EAgyxol opBoTNTAC KOl TANPOTNTOC OTOLXELWV

B EAAnvich Anpoxparia

H E i KA W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHEH \" 8(660
KOINONIKHE ASOAAISHS AE. EONIKO KENTPO AHMOTIAS ACKHIHE & AYICAICKHIHE



ErmutA€ov XapoKtnplotika
niAatpoppog artnoewv HAIKA

» KAELOTO N KOLL CUVEXWC «OVOLXTO» TIPOYpa o (Hev
UTTOLPXEL CUYKEKPLUEVN TIEPLOSOC aLToEWV)
» Eupul ddopa on-line Sltootavpwoswv Kata:
» TNV aittnon
» o€ unviaia Baon
» oAAG Kol KataoToATika. Evosiktika: AAAE, AMKA, EMANZ,
Epyoonuo, OAEA, EOKA
» TEXVIKA XOPOAKTNPLOTLIKA:
» 2uotnuo uPnAng dtaBeoLuoTNTOC
» OWkoTnTa Ttpocg tov xprnotn (responsive Ul)
» EAayltotomnoinon Twv KaTtoXwpoUUEVWY OTOLXELWV

» [Motevou e tov oAith, aAAd EAEyYOULE _—

H E i KA . . Ynoupyeio AroixnTixAc Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOLAL AIOIKHINI & AYIOAICIKHINE



1° XapOoLKTNPLOTLKO — AUECH £VKPLON

» H atltnon kpivetoal pe tnv umtoBoAn tng
» Nekadec N ekatovtadec XIALASEC aLtNoELg TNV HEpa!

Ytowela tng 1/2/2017 16:30

EvkekpLuéveg
Néa Altnon
AKUpwon amno xpnotn
OAOKANPpwWHEVN TIoU Sev €XEL
umoPAnBetl
Mn Eykplon
Avtikataotoon ano AAAn
(tpomomnoinon)
oUvVoAa

AKUPWOELC AOyw aoTtoxlag
ETIKOLVWVLOC pE 30 cuoTApOTO

MoAlteg
1.126
19.777
716

481
94

14
22.208

11.050 328

ouvoAa 33.258

O HAIKA , , ¥ edoa
HAEKTPONIKH AIAKYBEPNHEZH Tunpa Aod. 2uot. & Aiktiwv - ATY&AZ A4
KHZ AZDOAAIZHS AE. © KENTPO AHMOTIAS AIOIHIHE & AYIQAIOKHIHE

KOINQN

1.264 998 35.520 aw

KEM Anpot X0voAo

42 91
871 411
6 17
17 22
3

1

936 54523.689

453

EAAfVIKA Anpoxparia



2° XapaktnpLoTtiko — online
SLaCTAUPWOELC

» Eupeia xprion mAnpodoplwv nouv «{ouv» o€ Tpita cuoTApATA

» AAAE: E1 (E)\svxoq ADM, I'Ipoowmkwv otmxewov MeAwv VOlKOKUPLOU,

Eloo6nua, Kivnth meplovoia, 2towxeia Katowkiag, Kataboelcg), E2 (Evoikia),
E9 (Akivntn Meplouaoia)

» HAIKA: AMKA (EAeyxoc eudpavion ATOULKWY TIPOCWITLKWY OTOLXELWV),
Yuvtaelc (ELoodnua-“HAIOL”), ATAAL (AcdaAlotiko lotoplkd — AchaAloTikn
Ikavotnta), Epyoonuo, Emdopata

» OAEA: (Emidoparta, Avepylag K.A.)
» Aev (NTAUE «YVWOTA» OTOLXEL
» Elpaote petdbwlol ota otoyeia

» [po-cUUTTANPWVOUE oToLXELDl

= HAIKA g===
C TuApo Aod. Suot. & Aktwy - ATY&AS iy 8(
K J\ NIKO KEN] OLAS AICIKHIHE & AYIOAIOKHINE



3° X0 paKTNPLOTLKO — EULOTOOUVN)

»0 rmoAltng koAettat va amodeifel katt
HOvVo av SladwVeL LE OUTO TIOU EXOUME
Bpel oo SLaoTAUPWOELC

» Katakopudn Helwon TNC YPADELOKPATLOC

» EAaxlotonoinon ouvaAloync ToALTn ME
LUTTAAANAO

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHEH o 8(660
KOINONIKHE ASOAAISHS AE. EONIKO KENTPO AHMOTIAL AOKHIHE & AYIOAIGKHIHE



4° XapaKTNPLOTIKO — PLALKO OTOV
Xpnotn

» Zuyxpovo User Interface
» Responsive design (TAUMAETEC, KvNTA, HEYAAEC 0OOVEC)
» KaBapo User Interface pe BonBela kel mou akplPwe xpetaletol

Oikovopikd ZTolxeia- Eioodrpata Teheutaiwy 6 pnvwy: 01-09-2016 - 28-02-2017

Mpoooyn: Mapakakotpe evnpepmaTe Tov TIOATN 6T ogeikeal va uTTORaAE Ta oToIKEia owaTa aveEdapTnia av Exouv

01 BiaoTaupi)oel; gival cuvexeis kal av SiamoTwBei urofoAr aitnong pe pn akndr oToixeia Ta oTorgeia diafipadovial ot AieGBuvon KaramoAéunang g $rixeiag ko egéoov SiamoTwoei

611 ) kaTaBok £yive Xwpic va TTAnpolvTal of vopIpeg TipoUmoBEoelg exdideral ipagn Siakorg TG kamafeArg. Ze QUi TNV TIEPITITWOT, TO VOIKOKUPIG BikalodTal va emavutroBdAel aiton yia
TO TIPGYPOPUT HETA TV TIApodo evag EToug, amé TNV nuepopnvia ékdoong TG TIpdgng SIaKoTITG Kal Pe TNV TTPOUTIOBEDN GTI EXOUV ETTIOTPAPE TU aXPEWOTTTWG KaraBAnBivra.

MioBoi 74288 % TUVTAEeIC 000 %

0,00 : 0,00 e

Agopd 10 aivoio amo moBoug, nuepopiobia KTA To TeAsutaio 6unvo 01-09-2016 - 28-
02-2017 (& akhodarmc mpoéAeuang).

MNpéme va kataxwpnBei To guvoAikd TTo00 ka1 autopaTa Ba e¢aipedei To 20% oToug
umroAoyiopoig

AvmigToiyei o1o dBpoiopa Twv Tediwv [301], [389], [391], [393], [255], [251], [263],
[311], [343], [325] Tou evTomou E1:

Av airoloa gival n 0Guyog, Ta Tedia sival Ta avioTorxa T¢ cudiyou dnAadn Ta: [302],
[390], [392], [394], [256], [252], [264], [312], [344], [326]

AyporTikn dpagmpioTnTa Emixeipnoeig, EA. ETayyéhuara
0,00 o 0,00 e
@ HAEKTPONIKH AIAKYBEPNHEH TuAua Acd. Zuot. & AKTUwy - ATY&AZ e(bba

KOINONIKHZ AZDQAANIZHZ AE. EONIKO KENTPO AHMOLAL AICIKHIHE & AYIOAIOKHINE



5° Xapaktnplotiko — EAgyyol

» EAeyyxol (auditing), To AELE KAl TO EVVOOUUE

loTopixd

Hpepopnvia/Qpa Evipysia
24-02-2017 09:16:33 Anpioupyia
24-02-2017 09:16:23 Néa Ainon
25-02-2017 09:13:56 Ohoxhipwan
25-02-2017 0914015 Yrmopohr
25-02-2017 08:14:15 Eykpian
28-02-2017 23:5%:59 Amevepyomoinan
01-03-2017 18:3%:13 Teheuraia Metafohr

Néyoc Mn Eykpione / NMapampriozic: Ao Tig BlaoTaupwosig, Tposkuwe 611 PEVETE oTo iBI0 oTrim ps Ta £€1¢ mpoowTTa -~

Xpijomng
afm
afn
std
std
std

sys:audit

s
44
gmail.com
gmail.com

gmail.com

Kavidhi
Mohimg/TaxisNeat
Mokimg/Taxishet
Arjpog

Afjpog

Afuog

(170-225-""" __ _. D). MNopakahotps va avakahéosts dpsoa Ghol TIC Amiosig oag kal umodAETE Kowvij aiTnon we eviaio voiko

T AT mou égouv utrofdMel emiong aimon yia To KEA:

Aetrropépeieg Xpriom
ADM: 1
ADM: 1
TEQPTI
TEQPTI
TEQPTI

HAIKA

HAEKTPONIKH AIAKYBEPNHZH
KOINQNIKHZ AZDAAIZHZ AE.

Tunua Aod. Zuot. & AKTOWV - ATY&AS

Y W EAAqvicd Anpoxparia
oM W Ynoupyeio AioiknTikAC Avaouykpdrnong

P £<cOda

EONIKO KENTPO AHMOLAL AICIKHIHI & AYTOAICKHIHE



Analytics o€ eBviko eninedo n
eninedo dnuovu

Dashboard (Emkpénei) .

155.834

Dashboard ZAKYNGOY

€34.070.998 @ €218

392 €82.993

- - Mnviaio
Eykekpipéveg r MNpoiToAoyifopevo Méoo kéoTog avd
Evepyég AITnoelg KGOTOG aitnon

Mnvigio
MpoitoAoyi{opevo
KOOTOG

Eykekpipéveg i
Evepyég Aimrioeig

Méoo kooTog ava
aitnon

AinoTiopd amfoEw avd Kavak

o v

NANPOPOPIES EYKEXPIPEVIV & EVEPYLIV QITHOEWY
I Eycerpip.
. 206 8
KEN
Noikokupid Je pndév
MoAiteg £1065Nua Noikokupié@ pe akivnTa
0 25,000 50,000 75,000 100,000
Kavah Amrige
Aol 43278
® Lipor KEN 33902
@ Noirer

l W EAAqvicd Anpoxparia
H E I m . | Ynoupyelo Aroxnrixfc Avacuykpdrnong

HAEKTPONIKH AIAKYBEPNHZH TuAua Acd. Zuot. & AKTUwy - ATY&AZ e(bba

KOINONIKHZ AZDAANIZHZ AE.

EONI(O KENTPC AHMOTAL AICIGHIHE & AYTCAICIKMIHE



TL XPELAOTNKE YA TNV EMITEVEN OLUTWV;
Me xpwua autd rou pua¢ npoBAnuarticayv dlaitepa...

» AvBpwrtot Kot opodLKO Ve Lt

» YAwtkoteyvikn vrtodoun (HW)

» System SW (Abeilec Noytouikou)

» Aiktuo (vat kait DRS)

» Avamntuén Edapuoywv (Software)

» \eltoupyia - NapoakoAouBnon

» Yrootnpién - Help Desk

» Yrodoun Yneloknc ritotomoinonc tou no/\tm

uuuuuuuuuuuuuuuuuuuuuu

@HAIKA , B cdda
ONIKH Tunua Acd. Zuot. & Atowy - ATY&AZ

lllll



YOIZTAMENH YNOAOMH
DATA CENTER HAIKA

@ HAEKTPONIKH AIAKYBEPNHZH Tunpa Acd. Zuot. & Aiktowv - ATY&AS
KOINQONIKHZ AZDOAANIZHZ AE.

Y B EAAqvixd Anpoxparia



Ktiplakec ultodopEC

» H HAIKA, péow tou ocuyxpovou Keévtpo AeSOHEVWV TIOU €XEL KOTOAOKEUOOTEL TO
2015 entt tng 0dou Aukoupyou 10, 105 51 ABRva, mapéxel unnpeoieg plhoteviag
Siktuakwyv umodopwv uvPnAwv mpodlaypadwyv efaocdpaiiloviag TNV HEYLOTN
SdlabeopotnTa Kat tTnv aoPpAAELQ TOUC KOL TNV TTOPOXN UTINPECLWY UTIOAOYLOTLKOU
védoug (cloud computing) otoug @opeic Kowvwvikng Aodpaiiong, Mpovolag, Yyeiag
Kol AotrouU ¢ popeic mou umootnpilel.

» To Kévtpo Asdopévwyv kaAumrtel emidavela 465 T.)u. Tou KTplou Kat amoteAsital
amno:

AvUo aveéaptntoug xwpoug Computer Room

Xwpo Movadac H/Z

ZexwpLoto Xwpo Awaxeplotwyv C.R. (Kal eLooywyng TNAETILKOWVWVLWY)

Xwpo UPS (pe Eexwplotod Xwpeo yLa TIC UmaTapileg tou)

Xwpo Aetapevic Kavoipou

YV V YV V VYV V

AA\ouc BonBntikoU¢ xwpoug

HAEKTPONIKH AIAKYBEPNHIH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ A V4
KHE ASDAAIZHE AE. N

KOINQN

| EONIKC KENTPC AHMOLAE AIOIKHIHE & AYTCAIOKHIHE



E€OMALOMOC KTLPLOKWV UTTOS O WV
LOG KTLP J]1]
» Zvuotnpa Nupacdaleiac-Nupaviyvevonc:
» meplAapPavel TomKoUG Ttivakes kataoBeonc pue FM200
» PwTtlopo aodaleiag kot oripovon odevoewv dladuync
»  AutAéc lwveg mupavixvevonc (CROSS ZONING)
»  KApotiopog:
» AutAd ovotipata ava Computer Room
» Avutovopo cvotnua yla ta ypadeia umaAAnAwv
» UPS/adiaAeuntn napoyn tpododoaciog:
» ovotolyia 2 UPS /160 KVA €kaoto (32 & 27 KVA pue xprion notakwv Gpiktpwv)
» yevvntplag netpelaiov peyeboug 450 KVA
» unootaduo tng AEH
» ‘EAeyxo¢ puoikn¢ npooPaong:
» Access control (SutAéc BUpec — mavta Lo KAELOTH)
» |IP CCTV (24x7 kataypadn - KEVIPLKO onuelo tapakoAouBnonc)
» Building Management System (BMS)
» 24x7 pe oupBeBAnpévo KEvTpo napakoAouBbnong Ktplou

HAEKTPONIKH AIAKYBEPNHIH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ A V4
KHZ ASZOANIZHE AE

KOINONI 3 S EONIKC KENTPO AHMOLAL AICICHIHE & AYIOAIOKHIHE



Yrodopéc MAnpodopLKAC

» 40 ko tAéov RACKs mou ¢pthoéevouv:
»Servers (emni to mAelotov texvohoyiac Blade Servers)
»SAN storages (FC-Fabric),
» Tape Backup Libraries,
»Network & Security systems, kATt

» Physical servers > 170
»Virtual servers > 320

WY EARqvixd Anpoxparia

W B Ynoupyele AleiknTixA¢ AvacuykpdTnong
7 HAIKA F
C Tunua Aod. Zuot. & AKTOwWV - ATY&AS \"/8( ——



Texvoloyisc Ymodopwv
MAnpodopikng

» Texvoloyieg virtualization
» MS HyperV
» Oracle VM
» VMWare

» N\ewtoupylka cvotinpata
» Oracle Enterprise Linux
» CentOS
» Solaris
> IBM AlX
» MS Windows (Server 2008, Server 2012, Server 2016)

EAAfVIKA Anpoxparia

W B Ynoupyele AleiknTixA¢ AvacuykpdTnong
7 HAIKA F
C Tunua Aod. Zuot. & AKTOwWV - ATY&AS \"/8( wiamien



Mocoota kaAuvync Ymodopwv
MAnpodopLkng
»Xwpkn kaAvpn > 55 %
» YTtoAoyLoTIKN LoxUC
(physical CPU cores > 62 %)
»Storage > 74 %
» Alktuokd > 40 %

B EARqvikd Anpoxparia

HAIKA -
@ SN B ' ' P e«dda

HAEKTPONIKH AIAKYBEPNHEH Tunua Aod. Zuot. & AKTOwWV - ATY&AS

KOINQNIKHZ AZDAAIZHZ AE. EONIKO KENTPO AHMOLAL AICKHIHE & AYICAICKHINE



NOMOOETIKO NAAIzIO

Y B EAAqvixd Anpoxparia

H E I m . . Ynoupyeio AroixnTikAC Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHEH TuAuo Acd. SuoT. & AKTUWY - ATY&AS A\ 4 S(bba

KOINONIKHZ AZDQAANIZHZ AE. EONIKO KENTPO AHMOLAL AICKHINI & AYIOAICKHINE



NopoOetiko nAaiowo mpo GDPR

Evomotlnpévn anodoon ZuvoOnkng ya tnv Evpwrnaikn Evwon ApBpo 39.
2uvOnkn yta tnv Asttoupyia tng Evpwrnaiknc Evwong ApBpo 16.
Xaptng OepeAlwdwy Atkalwpatwy tng EE ApBpa 7 & 8.

EAANVIKO Z0vtayua, ApBpa 9, 94, & 19.

Oényia 95/46/EK-24.10.1995 yLa tnv mpootacio Twv GUCIKWVY TIPOCWTTIWV
EVAVTL TNG enetepyaciog Twv SESOUEVWY TTPOOWTILKOU XOPOKTINPA yLa TV
eAeVBepn KUKAOdOpia aUTWV TWV HESOUEVWV.

Nopoc 2472/1997 yLa tnVv mPOOoTAoLol TOU ATOLOU Ao Thv enefepyaoia
SedoUEVWV TTPOCWTILKOU XOpOKTAPA.

» 0ényia 2002/58/EK 12.07.2002 oxeTIKQ He TV npootaocia dedopEvwy
T(POCWTTLKOU XOPOKTAPOL KOL TNV TIPOOTACLA TNG LELWTIKNG {wNG OTOV Topéa
TWV NAEKTPOVLKWYV ETILKOLVWVLWV.

» Nopog 3471/2006 yia tnVv pootacio SE60UEVWV TPOCWTILKOU XOPOKTAP
KOlL TNV ItpooTacia TNE WOLWTLKNAG {wnC OTOV TOUEN TWV NAEKTPOVIKWVY
ETILKOLVWVLWV Kall Tporomoinon tou N.2472/1997.

YVVYVVY

A\

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHEH D 8(660
KOINONIKHE A>DAAIZHS AF. O KENTPO AHMOLAL AICIKHIHT & AYTOAICKHINE



METPA 2YMOPDQ2H2

» ALOLKNTLIKAL

» OpyavwTLKaA

» TEXVIKA

»2UA\oyn Yndlokwv netotnplwv

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHEZH TpApa Acd. 2uot. & Aiktwy - ATY&AS A\ V4 s(bba
KOINONIKHE ASDOAAISHS AE. EONIKC KENTPC AHMOLAE AIOIKHIHE & AYTCAIOKHIHE



AIOIKHTIKA METPA

Y B EAAqvixd Anpoxparia

HAIKA % eoa

HAEKTPONIKH AIAKYBEPNHEH Tunua Aod. Zuot. & Alktowy - ATYRAZ
KOINQNIKHE AS®AAIZHE AE.

EONIKO KENTPO AHMOLAL AICIKHIHI & AYTOAICKHIHE



ALOKNTIKA METPA

» «Melétn Aodaleiag MAnpodoplakwv Zuotnpatwv KHYKY »
(Z0uBaon 30/2002 & MMN1-13/06/2005 & MM2-29/05/2007)

» ‘Eyypado AMN:117/09.01.2003 KHYKY, Ofpa: « MikpogEOTMALOMOG XpnoTwv»
» ‘Eyypado AN:118/09.01.2003 KHYKY, Ocpa: « Noptpotnta Xpiong AOyLGHLKOU »

» ‘Eyypado AN:2127/07.03.2003 KHYKY, O£ua: «Kavoveg 20véeong oto Tormiko Aiktuo
KHYKY»

» «MNoAttikn Aodaleiac» tnc HAIKA AE pe €ykplon tng Atoiknong
(AM:8763/19.06.2013)

» Eyxepidlo Baokwv Apxwv Aopaleiac (dtavepetal o 6Aoug Toug UTTAAAAAOUC
xpnoteg tng HAIKA AE kaBw¢ Kot 6TOUC CUVEPYATEC)

» Youotnua Awaxeipiong AodaAietac MAnpodoplakwyv ZuoTnUATwy (KatdAoyog
EAEYXOUEVWV EVTUTIWV)

H I KA . . Ynoupyelo .’Jw:'v‘,uxr‘, Avasuykpbrnong
C A | | P £<00a
r IKH Tunua Acd. Zuot. & Alktuwy - ATY&AZ at
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MoAttikn Aodpaleioc

» ZKOMOC: «...vo KTOPIOEL TNV CUUITEPLPOPT TWV XPNOTWV
oe Uecuara npootaciac 12 kot va HETATPEWPEL TOUC
urtaAAnAouc tnc HAIKA os evepya ueAn acpaldsioc»

«I7£pl/\0([16aV£l oAec TtTic Olataéelc npo}lm/lng Kol
npootaociac mou epapuolovtal yLa mv uawon n tnv
géadeln Twv KvOUVWYVY Kol TwWV CUVETTELWV ATTO TIPAEELC,
EOWTEPLKEC 1 EEWTEPLKEC, OKOTTIUEC N UN KOl TUXYOLLEC TTOU
urtopei va elvat ertl{nuLec yia tnv neptovoio tn¢ HAIKA»

» 2T0X0C: «... mpootaoia thn¢ nmeptovoioc the HAIKA amo
KtvdUuvouc (nuioc, arokaAuync aITopPNTWV
TTANPOOPLWYV N TP AVOLNC TPOTTOITOLNONG OE CUVAPTNON
UE TOV €Uualodnto Yapaktnpo TwV TANPOPOPLAKWY
OUOTNUATWV. »

B EAAnvich Anpoxparia

H E i KA . . Ynoupyeio AroixnTixAc Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOLAL AIOIKHINI & AYIOAICIKHINE



MoAttikn Aodaleioc-Medio dpaonc

» Xpnotec NI — 0o to npoowrikd tnc HAIKA AE
» OAa ta N2 (dtaxeiplong, avamntuéncg, emeéepyaciog KAT)
» OMNo 1o YAwO (HW), Noylopiko (SW), Aiktua, KAT

» OAec tic mAnpodoplieg, texvikoU, Blopnxavikou,
£TIOPLKOU, KOlL TIPOCWTILKOU TIEPLEXOMUEVOU TIOU
arobnkevovtal N petadidovral npoc ta M2 tng HAIKA AE

B EAAqvicd Anpoxparia

HAIKA vy
HAEKTPONIKH AIAKYBEPNHZH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ
KOINQONIKHE AZOAAIZHE AE. O KENIPO BHIOLAS AXOKTHE £ AVICAOKITHE



MoAttikn Aodaletac - Meplexopevo

» OpYOVWTLKEC OPXEC KAl OPUOOLOTNTEC

» Eknaidegvon

» AloBaBpuion MAnpodoplakwyv ZUoTNUATWY

» Aodalela NMAnpodopLakwy ZUOTNUATWY

» Opuopevec dtadkaoiec M2

» Aloxeiplon twv Kwdikwv AcdaAeioc

» Xpnon Twv uTtnPEcLwV Tou Internet

» Avixveuon KoL QVTLLETWTILON KAKOBOUAOU AoyLopLkoU
» Aodalela nAektpovikoU Taxudpopeiou

» Avadopa neplotatikwy acdaleiac oto Tu. Aod.

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHEZH 4 8(660
KOINONIKHS ASDOAAISHS AE. EONIKO KENTPO AHMOTAL AICHIHINE & AYIOAIOKHIHE



MoAttikn Aodaleioc - Oplopol

» |6loktNTNC MAnpodoplokol CUCTAUOTOC
» Xpnotnc¢ mAnpodopLakol CUCTIUOTOC
» NMAnpodoplako Zuotnua

» Aebopeva

» NMAnpodopieg

WY EARqvixd Anpoxparia

HAIKA .
HAEKTPONIKH AIAKYBEPNHZH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ
KOINONIKHZ AZDOAANIZHZ AE. EONIKO KENTPO AHMOTA AKHIHE & AYIOAIGKHIHE



E¢aocdaAion
Epriotevtikotntoc & Exep0erac

> «KQAIKAX  AEONTOAOTIAZ»  etouolodoTnpEVWY
xpnotwv MAnpodoplokwyv Zvotnuatwyv tnc HAIKA AE

> «lAIQTIKO IYMOQNHTIKO EMNOIZTEYTIKOTHTA &
EXEMYOEIAZ» petaty HAIKA AE kot Eéwteplkwv
2UVEPYOTWV

» 2YMBAZEIX EPFQON (ouumepthappBavovior  opot
Eumiotevtikotnta & ExenBelog LLE  TOUC
ouuBaAAopevouc Avadoyouc twv Epywv)

B EAAnvich Anpoxparia

H E i KA W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHEH \" 8(660
KOINONIKHE ASOAAISHS AE. EONIKO KENTPO AHMOTIAS ACKHIHE & AYICAICKHIHE



OPTANQTIKA METPA

l L& tunnm Anuulpuvlu

HAIKA FA.

HAEKTPONIKH AIAKYBEPNHZH Tunua Aod. Zuot. & Alktowy - ATYRAZ

KOINQNIKHZ AZDOAANIZHZ AE EONIKO KENTPO AHMOTIAL ACIGIHE & AYICAIOKHIHE




KataAAnAo Opyavoypoppo

» \ewtoupyla «AtevBuvonc TEXVIKAG
Yriootnpténc kat AcpaAeLac ZUCTNHATWY»

» N\ettoupylo «TuApato¢ AchAAELOG
ZUOTNHATWV & ALKTUWV» KATW ATTO TNV
AlevBuvon Texviknec Yrnootnpenc &
AcPAAELOC ZUCTNUATWY

» «YrievOuvocg Ao aleiac MAnpodopLakwv
ZUOCTNMATWV

B EAAnvich Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHEH ad’ 8(660
KOINONIKHE ASDOAAIZHS AE. EONIKO KENTPO AHMOLAS AICHHIHI & AYTOAIOKHIHE



Appodiotntec YneuOuvou Acdaleiog

O oplopog evocg boktATn yla kaBe NI (mapadoon Evtumou tavtotntag M)

H dnuloupyia amoteAeopatikol tpomnou dtafaduwong twv M

H dnuloupyia odnywwv yla ta AZ, TIC UTtNPECiec Kal TLI¢ ebappoyES Twv M2

H dnuwoupyio evOC MPOYPAUUOTOC EMOTTELAC VIO TNV QTOTEAECUOTIKOTNTA TWV
HETPpWV Ttpootaciac kat tng MA

H dnuwoupyio evOC MPOYPAUUOTOC EMOTTELAC VIO TNV QTOTEAECUATIKOTNTA TWV
KwOLKkwV aoPpaleiag twv M2 tng HAIKA

H dnuioupyla evog mpoypappatog enomnteiac tripnong tne MA kat tTwv Stadkaolwy
amto Toug LOLOKTATEC Twv MZ

H dnuwoupyla pog amoteAeopatikng SLadlkaoilog aVILMETWILONG TIEPLOTUTIKWY
aodaleiog

O OUVTOVLOMOCG KOl TIPOYPOLLUATIOMOC TWV EVEPYELWV TOU TH. AodpAaAeLag

O gUMAOUTIOMOC TWV AON LUTTAPXOVTWV HETPWV achaleiog

O ouvTtoVIopOC TNG ekmtaidevong Twv UTTAAANAWY Tou Tu. AodaAelag N2 og Bépata
aodaleiog

H evnuépwon, n ouvtaén TOPLOHATWY Kol Ol YVwHodoTHOE ot Bfpata
aodaleiog N

HAEKTPONIKH AIAKYBEPNHEH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ A4
KHZ AZDANIZHE AE. S~

KOINONI EONIKC KENTPO AHMOLAL AICICHIHE & AYIOAIOKHIHE
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Appodrotntec TH. AopaAeiac

YAoroinon Zxedlov acdaleiog yia kaOes veéo M

YAomoilnon opxltektoviknG aodaleiog tou OSIKTUOU, Kol €MIAOY TWV AOYLOULKWV
aodpaleiac kal mapakoAovBNoN TWV MEPLOTATLKWY achaAeiog

Anuwoupyla dtadikaciog evnuépwong antivirus pe to teAevtaio apyeio aviyveuong
KOlL OVTLUETWTTILONG LWV

Tov €Aeyyo TwV anapattr]rwv usrpwv npootaociac kabe NI mpv ouvdebel oto diktuo
KOl O€ TOKTA/ QP OOTITA XPOVLIKA SlaoTripota

Tnv eknaidevon Twv xpnotwv os Bepata aopaleiog M
Tnv emonteia yLa TNV OMOTEAECUATIKOTNTA TWV LETPWV Ttpootaciag Kat tnv MA

Tnv mapakoAoVUBONGon KoL TNV amooToAn Twv VEWV service packs kat security hot fixed
TwvV M2 MPOoC¢ TOuC LOLOKTNTEC AUTWV

Tov €Aey)0 TNG ATOTEAECUATIKOTNTAC TWV KWOLKWV aoPpaAeiag twy N2
Tnv enorntteia tripnong tng MA kat twv dtadikaclwyv ano Touc LOLOKTATES Twv MZ

Tnv moapoakoAolONon VEWV TPWTWV ONUEIWV TIOU OVOKOWWVOVTOL OO TOUC
KOTOLOKEVQLOTEG TwV M Kal TNV Snuloupyla LETpWYV TtpooTaciag amo autd

TNV QVTILETWTTLON TIEPLOTATIKWY acpaleiag.

oo frraamapse i RN
= HAIKA Q===
C TuApa Aod. Suot. & ATOwy - ATY&AS iy 8(
K J\ © KENTPO AHMOLAL AIOIKHIHI & AYIOAIOKHINE
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EuOuUvn IdtoktnTtwv N2

> 2tnv StaBabuion tTwv mAnpodopLOKWY CUCTNUATWY TOUC

> Jtnv edpappoyn Kot tnv Sloxeiplton tTwv HETpWV Tpootaciog onwe meplypadovrtal otnv MA n
ouudwva pe tig odnyiegc mou Ba toug SoBouv armod to Tu. Acd.

» ITnv eykataotoon Twv service packs kat security hot fixes mou Ba toug 000UV amnod to Tu. Acod.

» Xtnv Slaxeiplon tou NAnpodoplakol TuoTHUATog VBUVNG TOUG

»  XTnV EMOMTELO TWV YeEYOVOTWV aodaleiag oto M2 mou €xouv atnv euBUVN TOUG

» Itnv evnuépwon tou Tu. Aad. mplv TV cuvdeon tou M2 mou €xouv otnv uBULVN TOuG oTo SikTUOo

» Itnv dnuloupyla kot tnv mapadoon Twv amapaitnTtwv odnywwv Xprong otoug XPNOTEC TOU
OUYKEKPLUEVOU M2

» Na prmopouv va anodeifouv oto TU. Aod. omote {ntnBei, OTL TNPOUV TOUG KAVOVEC aoPpaAsiog

» XTov OplLopO £yypadwv Stadikaolwyv Onwc auteg kabopilovtal ano tnv MA

»  ITnV oUUMARPWON tTNG TawToTnTag Tou M2 mou Ba AdPouv amo tov unevBuvo aodaleiag Kot TV

TapAdoon eVOC UTIOYEYPOUUEVOU avTlypAdou o AUTOV

» [ va evnuepwaoouyv Tov unelBuvo aodaleiag yia onoladnmote aAlayn otnv Tautotnta tou N2
gvBbuvng toug wote va dnuloupynbei n véa tavtotnta N2

» T tnv aueon evnuépwon tou Tu. Aodpalelag o OmMoOLOSATIOTE MEPLOTATIKO aopaAeiag METEL
otnv avtiAnyn toug cUUPWVA PE TNV TTOALTIKN OVTLLETWTILONG TIEPLOTATIKWY aopaAeiag

= HAIKA ===
C\ w J TuApa Aod. Suot. & ATOwy - ATY&AS at’ 8(
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EuBUvn Xpnotwv N2

2TNV TAPNON TWV Kovovwyv aodaleiog Omwe oautol meplypadovial oto
«gyXepidlo acpaleiog»

Mla TV aitnon npooBaocng pog tov WloktAtn Twv M2 ota omoia BEAouv va
QTOKTAoOoUV TtIPOcBacon

Na xpnowgomowouv ta M HOvVo ylo TNV VOULUN XPNOn ToOU TOUG EXEL
e€ouolodotnOel amo tov LOLoKTATN AUTWVY

Na urtakoUoUV OTOUG KOWVOVEC KOl OTO LETPOL TIPOOTAOLOC TIOU EXEL OpLOEL O
LOLoKTATNC yLa To KABe N2

Na mpootatelouv Tov Aoyaplaopo touc (user account) Kol Tov KwOLKO
aodaleiag (password) toug cUUPwWVA PE TO «EYXELPLOLO aoPaAeiog»

Na avadEpouv oto TU. Aod. omolodnmote mepLlotatiko aopaleiog unonEoel
otnv avtiAnyn toug Kot Bewpouv OTL lval UTTOTTO

HAEKTPONIKH Tunua Aod. Zuot. & Alktowy - ATYRAZ W

KOINQNIKHZ AZDAAIZ



AwaBaBuion MAnpodoplakwyv
ZUCTNHATWYV

» H «AloBaBuion» anevBuvetat otouc LOLOKTATEC Twv M2 ya ta M2

» Oubloktntec Twv N2 taévopolv autd oUWV LE TO KpLTApLa
dlaBeopotntac Kol evalcdnaoiag oe:

» Alafabuion StaBeopotntag: 80%, 95%, 99.5% kat 99.9%

» Downtime ava mMePLOTATLKO: 1 eBbopada, 1 nuépa, 1 wpa, 1 wpa
» AloBeolpotnto o NUEPEC: EPYOOLUEC, EPYACLUEC, EPYAOLUEG, 7
» AloBeoLpuoTnTo 08 WPEC: -, -,07:00 pe 18:00, 24 wpeg

» AlafaBulon evooBnoiog (EUMIOTEVTIKOTNTA KoL ALKEPOALOTNTA)
» Eminedo-1: Snuooia pn EUNMLOTEVTIKOU XapaKTpa
» Eminedo-2: ylo E0wTteEPLKOUC LOVO XPROTEC
» Eminedo-3: EUmOTEVUTIKOU XOpOKTHpa
» Entinedo 4: anoppntou xapoktnpa T

@ HAEKTPONIKH AIAKYBEPNHEH o 8(660
KOINONIKHE ASOAAISHS AE. KO KENTPO AHMOTIAL AOKHIHI & AYIOAICKHIHE



Acdalela NMAnpodoplakwv
ZUCTNHATWYV

» Etaptatat amno to eidoc twv dedopuévwy ou emetepyaleTol Kol
amoBnkevel to M2 kabBwc kat Tnv dtafabuion Tou

» ZKOTOC €ival va dnpoupynBoulv ta KAtdAANAad LETPA TIPOOTACLOC
tou N2 o cuvbuaouO HE TNV SLOBECIUOTNTA, OKEPALOTNTA KOt
EUTILOTEVUTLKOTNTA, TWV OEOOUEVWV

» Backups (retention period, restore tests, off-premices copies, DRS, ka)
» Netrtoupyko meptBailov (H/Z, UPS, KApHOTIOUOG, TupaoPpAAELa, Ka)
» Opyavwon (ZupBoiaia Zuvtipnong, Yrniootnpténg, SPs, Hot Fixes, ka)
» MAeovaopoc (H/W, S/W, RAID, Clusters, Mirroring, avToAAOKTIKA, Kat)
» Movadika user accounts, Kat KOBOPLOMOC SIKALWHATWY TIpocfaong
» Kpunttoypadnon dedopévwy, kot auditing

WY EARqvixd Anpoxparia

H E i m W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOTIAL AIKHIHE & AYIOAIOKNIHE



Acdalela Aiktuwv 1

» KaBopilovtal ta HETpa pootaciac nov epappolovtal ota diktua
dedopEVWVY KalL OL armapoitnToL TopoL AsLtoupylog auTwv

» KaBe diktvo Stafabuiletal cupdwva pe T mTAnpodoplec mou
SLEpyovTal amo auTo:

» Zuvdéoelg pe aodpaAn e€wtepikad diktva («otdnmote dev amayopeveTal
ETUTPETIETALY)

» ZUVOEOELC ME N TIPOOTATEVHEVA SIKTUA | TPOEKTAON OE AAAO OPYOLVIGHLO
(«OAa amayopevovTal EKTOC OItO QUTA TIOU pNTWE ETILTPETIOVTOLY)

» ZUVOEOELC ONMOMOKPUOMEVWV SIKTUWV HECW aoPaAoUC HEoOU pETADOPAC
(«otdAMOoTE SEV ATAYOPEVETOL ETUTPETETOLY)

» ZUVOEOELC ATOUOKPUOHEVWV SIKTUWV pEow avaodalouc diktuou/internet
(«OAa amayopevovTal EKTOC OO OUTA TIOU pNTWE ETILTPETIOVTOLY)

/M WY EAAqvixd Anpoxparia

= ,
H E i m W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. EONIKO KENTPO AHMOTIAS ACKHIHE & AYICAICKHIHE



AcdaAera AlkTuwv 2

» [evikol €EAeyyol rou Slevepyouvtal KATa TNV peTtadopad
dedopevwy:
» TnC TAUTOTNTOC TO TIOPOU OTT OTIOU TIPAYUATOTIOLONKE N KA oN
(IP address)
» Tnc tavtotntog tou kahoUpevou mopou (IP address, DNS name)
» H wpa kot npepounvia cuvdeong (timestamp)
» 0 Aoyoc tuyov anoppupng tnc cuvdeonc (audit log)
» H avayvwplon tou xpriotn €av auto sivat duvatov (user-1D)
» To mpwTtoOkoAAo emikolvwviag (tecp, udp, ka)
» H uninpeoia (http, https, ftp, rdp, ssh, telnet, ka)

WY EARqvich Anpoxparia

HAIKA
HAEKTPONIKH AIAKYBEPNHZH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ
KOINQONIKHE AZOAAIZHE AE. O KENIPO BHIOLAS AXOKTHE £ AVICAOKITHE



Awoxeipion KwOKwv aopaleioc

» O mapOv KOVOVIOUOC €XEL OOV OKOTO VO TIOPOUOCLAOEL OTOUC
LOLOKTATEC TwV X TTOLOUC KOWVOVEC TIPETEL vl atkoAouBouv yLa Tthv
dnuioupyla kat dtaxeiplon Twv KWOKwvV achaAeiag:

» Ol kwdéikol aiopaleiac (password) Sa aroteAovvtal amo TouAdyLtotov
6 1 TEPLOCOTEPOUC XOPAKTNPEC

» OL kwbikol aopaleioc Ga mpenel vo mpoEpyovtal amno thv uién
voauuatwy kat aptduwyv o€ tuxala cuvtaén kol o€ Kaulo mepimtwaon
bev Ja npemnel va elval ovouata, TNAEQWvVA, NUEPOUNVIEC

» OL kwdikol aopaldeioc (password) Ga mpemet va aAdalouvv ava 2
UNveg

» Evac  kwdikoc  aopaldsiac  (password) Sa  npemer va

éavaypnotuonoteitar pueta amo 10 toudayitotov addayec kwdikoU
aopaleioc (password) "

@ HAEKTPONIKH AIAKYBEPNHZH aly 8(660
KOINONIKHE ASDAAISHS AE. © KENTPC AHMOTIAL AICIHIHE & AYICAICKHINE



Xpnon unnpeowwv Internet

» O mopov KAVOVIOMOC ameubuvetal o OAOUC TOUC XPAOTEC TNG
HAIKA kol €XEL 0OV OKOTIO VA TOUG EVNUEPWOEL VLA TOUG KIvOUVOUC
TOU Internet kol TWC¢ MPETEL VAL XPNOLLOTIOLOUV TLC UTINPECLEC TOU:

»Mn géouvotodotnuévn xpnon

» Eéoucotodotnuévn xpnon

B EAAqvicd Anpoxparia

HAIKA T
HAEKTPONIKH AIAKYBEPNHZH Tunua Aod. 2uot. & Aktuwy - ATYRAZ
KOINONIKHZ AZDOAANIZHZ AE. O KENTPO AHMOTIAL AOKHIHE & AYIOACKHIHE
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YV V V V

Mn eéovclodotnpeEvn xpnon
untnpeowwv Internet

Ow xpnotec AEN nipénet va xpnouomnotovuv tnv untodoun npoocBaong oto Internet yia:
Avtiypapn, amokaAvyn, uetapopd, eéetaon, oAdayn ovouaoiag, avayvwon N odlaypapn
TTANPO@OoPLWV N TPOoYypPUUUATWY TToU avnkouv otnv HAIKA ywpic Eykplon

MapaBiaon n napakauyn twv punxoviouwv aocealsiac mouv xet n HAIKA yiwa npootaocio amo to
Internet

Xpnon tng internet mpooBaon¢ ylia tnv amoktnon mapavounc npooBoon¢ oe aAAo urtoAoyloTiko
ouoTtnuo N unnpeoia

AvTiypapn omoloudntote mpoypauUUaToC N mAnpopopiac ueow Internet amo un avayvwplouEva
Internet Site

AEV ETMUTPETETAL VA XPNOULUOTIOLETOL N TIPOTPEPOUEVN pooBaon oto Internet Le TETOLO TPOMO WOTE
Vo TTOPOUCLALETE TOV EQUTO OOC OOV KATTOLO CXAAO ITPOOWITO, TTPAYUNTIKO N (POVTOOTIKO

Avolyua kade gidouc apyxeiou mpoepyouUevou armo to Internet xywpic virus scan

Eykataotaon orrotoudnmnote npoypauUUaToC 1j CUCKEUNC XWPIC TNV EYKPLON oItO KATtoloV apodio
2uvbean o€ Internet sites Ue Un erayyEAUATIKO TTEPLEXOUEVO

Anutoupyia Internet account ue idto user name ko password pUe auto mou exete otnv HAIKA

HAEKTPOR

KOINQNIKHZ AZC

TuApa Aod. Suot. & ATOwy - ATY&AS W

H i KA ap oupyelo AroixnTikAC Avaouykpdrnong
\> ONIKH AIAKYBEPNHEH 8(66a
J :," "."T’.I“:\‘V.'l :.'.j"v’ )H‘\.'.t, & AYTOAIOIKMIHE



E€¢ouoLodotnEVN XpPrioN UNMNPECLWV
Internet

»2ovbeon o omnowodnnote Web Site ylo
ETTAYYEAUQTIKOUC AOYyoUC

» Download eykekpiuevwy apyeiwv amno thv HAIKA
KOl opoU exeL uAorotnUel o anapaitntoc EAEyxoc
yLa LouC

»20vdeon Kal xpnon Twv UMNPEolwv tou Internet
UOVO UE TO AOYIOULKO KOl TO UALKO TO OTTOLO EXEL
kadoplotei aro tnv HAIKA

B EAAnvich Anpoxparia

H E i KA W W Ynoupyelo AroiknTixAC Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE A>DAAIZHS AF. EONIKO KENTPO AHMOTAL AICHGHIHE & AYIOAIOKHIHE



AViXVEUON KOl OLVTLLETWTILON)
KakoBouAou AOYLOMLKOU

» H NoAttikny avtipetwritong «KakoBouAou AoylopkoU» €XeL ooV
OKOTIO TNV HElwoN Twv TMEPLOTATIKWY aodaleioc AOyw NG
HLOAUVONG EVOC CUCTAUOTOC ATTO LO.

> Kivéuvol:

» Kade uerapopa apyeiwv meptkAgiel tov kivdbuvo uoAuvonc tou urmoAoyloty oag oo
KakoBouAo kwdika.

» O kako0BouAoc kwdikac umopel va givat 1oc¢ (virus), okouAnkt (worm) n ko SoUpeLo¢
irtrroc (Trojan horse)

» Métpa npootaoiac:
» Avtiypapa aopaleioc

» Xpnon Aoylouikou aviyvevonc kakoBouldou Aoyiouikou (IMMOTE MHN armevepyornoleite
TO AOYLOULKO AUTO)

B EAAqvicd Anpoxparia

H B i m B Ynoupyelo Aroixnrixfic Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHEH b’ 8(660
KOINONIKHE ASDQAAISHS AE. O KENTPO AHMOTAS AICKHIHE & AYTCAICKHIHE



AocdaAera nAeKTPOVIKOU
tayxvdpopeiov (e-Mail)

» IKOTOC autnc tn¢ MoAtikng eival n dnuoupyla tTwv anapaitntwyv HETPWY TPOOTACLOC
TOU NAEKTPOVIKOU TaxuOpopeiou emutAéov oamod TA UETPA TPOOTACLAC TWV
TMANPOGOPLAKWY CUCTNUATWV

» Kivéuvol:

» Kade petrapopa apyxeiwv Ue nAekTpoviko taxuvdpoueio mepikAsiel tov kivbuvo uoAuvonc tou
urtoAoytotn oac amo kakoBoudo kwdika.

» O kakoBouldoc kwdikac umopel va eivat 1o¢ (virus), okouAnkt (worm) n kot SoUpeLog (mmo¢
(Trojan horse)

» MEétpa npootaoioc:

» [ kade ocvotnua nAektpovikoU toxudpoueiov Ja UMApP)EL AOYLOULKO aviYVeUONC LWV TO Omoio
Ua eAgyxet yia kakoBoudo kwdika ota e-mail tptv avta napadodouv oTouC XPHOTEC

» Aev emutpénetal n xprion tou efuntnpeTntn NAEKTPOVIKOU Tayudpoueiou yia arnootoAn Email os
TTAPAANTITEG EKTOC TWV Ypnotwv th¢ HAIKA

A\

Kaopiletal avwtato 0plo peyedouc NAEKTPOVIKOU UNVUUATOC

SYHAIKA P edda

HAEKTPONIKH Al Tunua Aod. Zuot. & Alktowy - ATYRAZ W
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Avadopa mePLOTATIKWV acPaAeiog

» 2Komoc tn¢ lMoAttiknc Otaxeiplone meplotatikwy aocdaleiac MAnpodoplakwyv
JUOTNHATWYV ElvaL N KEVTPLKA avadopd TwV MEPLOTATIKWY aoPpaAeiag Twv M2 tng
HAIKA rtpoc to Tu. AodaAeiac.

» [epiotatiko Aopaleiac Jswpeital kade un eéovalodbotnuévn xpnon mopwv n
lMAnpowoptlakou Zuotnuatog, onw¢ o, xpnon un &éovotodoOTNUEVOU
Aoyaplacuou kat KwdlkoU aopaleiac, npoorntadelec eL.080ANc, kKAmn

» Ol eloBoAec exouv molkiAec LUOpPEC Kal TeptAauBavouv:

» Apvnon unnpeotwv (DoS, DDoS)

» Mn efovatlobotnuevn npooBaon (Stappon, aAdayn, n kataotpopn dedouevwvy)

» MetaBoAn totooeAibac (aAAayn neptexyougvou)

» Aviyveuon towtwv onusiwv (Vulnerability scanning)

» ANOMELpa VEUPEDNC AoyaploouwyV Kol Kwdikwv aopalsiac (user names/passwords)
» Social Engineering (fishing kArt)

‘M WY EAAqvixd Anpoxparia

- ,
H E i KA W B Ynoupyeio AioiknTixAC AvacuykpdTnong
@ H/‘.“i:f KTP “ ‘;H‘(_ - ,}\ Y E:; L DN J ‘HH w 8(660
KOINONIKHE ASDQAAISHS AE. EONIKO KENTPO AHMOTAL AICHIHINE & AYIOAIOKHIHE



Awadikaoia Avadopac Meplotatikwy
Aocdaleiog

» MPOXOXH: Ava(pEpPeTe TO OMOLOONTOTE MEPLOTATIKO QOPAAEINC
TWV TANPOPOPLAKWY cuoThuatwVv tnc HAIKA akoun Kat eav Ueta
arntodeytei arAo Aadog.

» Awadikaoia:
» Evnuepwote aueowc touc unteuduvouc tn¢ HAIKA kot to Tunuo AcopoaAegioc

» JUUTTANPWOTE TNV POpUA (EVTUTTO) aViXVEUONC TTEPLOTATIKWY XOQPAAEINC KAl
rtopadwaote TNV otouc urteuduvouc the HAIKA (kat to Tu. Aog.)

» AkoAouvUnote riiota tic 0dnyiec tou Tunuotoc Aopoaleiac tnc HAIKA.

» Mnv ava@ePeTe TO MEPLOTATIKO ao@PaAsiac otouc ouvadeApouc oac (kat
ekto¢ HAIKA) ektoc kot av oac 6o0¢€i oxetikn odnyia aro to Tu. Aopaleiac
™n¢ HAIKA.

WY EARqvixd Anpoxparia

H E i m W Ynoupyelo AroixnTixAc Avasuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOTIAL AIKHIHE & AYIOAIOKNIHE



A€LToupyla «ZUOTAMOTOC SLoXELPLONC

oloPpAaAELOC
» Awaxeiplon ayaBbwy,

» AodaAela NMpoowrikoU,

» Quowkn & MNepPparrovtikn AodaAela,

» Nettoupyiec OpyaviopoU Kol ETILKOWWVLEC,
» EAeyyxoc NpooPaonc,

» AocpAAela KATA TNV KTNAON, avAnTuén Kal cuvtApnon
AOYLOULKOU,

» Alaxeiplon meplotatikwy aocdaieiag MAnpodoplakwy
2UOTNUATWY,

» ALoXELPLON ETILXELPNOLAKNC OUVEXELQLC,
» JUUMOPPwWOoN LE TIPOTUTIAL.

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. O KENIPO AHMOTIAL AOKHIHE & AYIOACKHIHE



‘Evtuna Awtaxeipionc AopaAeiog

»Evtuma MoALtikwv
»Evtuma AlodLkaoLwv
»Evtunia Odnylwv
»EvVTumo XpEwonc mopwv

WY EARqvixd Anpoxparia

HAIKA
O o ' ' ¥ edda

HAEKTPONIKH AIAKYBEPNHZH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ

KOINONIKHZ AZDOAANIZHZ AE. EONIKO KENTPO AHMOTA AKHIHE & AYIOAIGKHIHE



e

ZKONOZ: O Eheyxoc s npbaPaans onc nAnpogopies e ¢

g pn ek

NEPIMPA®H:

Nedio epappoyils
AuTh 1 nokmed Ppioks spoppoyi oe Gho To npoTwnikd nou éxa npdofiao oTa
cuaTipara g Etaipeing,

oA

O Ta Sxanipara npéafanms T XERETUY NEpIREOVTA oToV KaTEAGYG P TG

xpnoviv (EN_4292)

© 01 anamos aopakeng kaBis ko o mhnpopopies yio kéfe cloTpa nepy
anoriunan smvuvémTas Tou.
O Ta Sxasbpara npéafasms yia ki siamua Binovrar and Tic axdhoubes ap

+ Apxwd anayopsiovial To mEVIa ki om ouvéysm snmREmoTar

anapaimra.

+  Ahhayig o7a SIxaIbHaTG TRV KEAGTEY, yivovTal ané T ATYEAZ

01 akhayés oTa Siabpara npéeBeens KaTaypapavTaL.

« Mapéyovral Ta hioa Swaibuara ava piho.

© H Evoipeia mpsi sapeis Sidikagies yia T npoecBikn véwy xpnaTEv, TIG
erineSa npdofiaanc Ty xpnaTiv Kl oY Siaypand v enaTiv.

oo i ehiyyau npsaf & unépxes Buvarémra Tau
aTépou nou mpaypaTonaingE Hia svépyaia. H apyf auTh iexis T500 via Tou
¥an yia Tous GiaxepioTic.

© 01 ypioTes hapBévouv obnyies yia Ty emhoyd kan Biaysipion Ty cuvBnpaTs

O 1 srapsia e Beomion yia kabs pého T cnapaimTa BwaKHeTa nps

nepIypapavIal aTo apyEio péher Twy XpGTEY

© 01 ypioTes Sev enmpéneran va akkilouy Ta Swaibuara npéafacns Tous.

MoAmkn no ;4 MoArmixi Lo
EAsyyog MpoéoBaong Aval HAIKA Anodektr Xpron tov N
‘Eykpion:

SwktUou edopévwv
| “Eyrpion:

H mohrmuer] amodexTrig xpriong Tou Sumiou SeSoué

IKONDE: ETITPENGUEVES KL U EMTPENOUEVES ¥PAOELS ToU &
™mg E'rgee[ -
NEPITPADH:
Nedio epapuoyiic

H mohmkry amobextrg xoRong Tou Swtlou SeSopfvwv kaAUTTEL kaBe xpr
Bebopsvwy tng Etapsiag.
Mokmxi
FE——
© H mpdopacn omg unnpeoieg g Etoupeiag pfon and to Slkru
EnayyeApamikose okomoic e Etaipeiac,

o

H Gleukdhuvon G npdoBadng omig mhnpodopleg mou GLakwvol
Kafug KaL TG mapaywyic, avicAAayng kal SLES0orS ToUS, TPoUl

VépLay ke Tou Fuvtdyperog,

© H Swaodahion Tou wIOppNToU TV EKOWVWVILY KL 1| TpoaTagio

TOUG BESOPEVWY.

© H dueon Tou Qv UMOTECEL o

OMOLOGAMOTE KEVE QodaheLas

M amodexTr xprion

© Encufaoes orov 5 o anotehel to Sixt

n eLoaywyr) s5oTiuopol oto SikTuo.

o

EvEpyELEG MOU CUWOTOUY TpoomddeL mapaplaong (emcuyr i W
ougtnuérwy péoa and To Sikwo Sedopfvwv tng Etaupsiag. I
evidcoovian kal EvipyEisq mou umoPaduilouv To eminedo

CUGTIUETOG,

EpmoTeuTing

HAIKA

HAEKTPONIKH AIAKYBEPNHZH
KOINQNIKHZ AZDAAIZHE AE.

EpmoreuTing

Tunua Aod. Zuot. & AKTOWV -

‘Evtuna Awtaxeipionc AopaAeiog

HAI Mohrmikiy no ; 4251
fj KA Anodekti xpncfl] otabuwv AvaBebonon: 00
epyaciag
Euvrarmne: [ “Eympram:
| EIKOMOZ: H mpostacia twv otaBucv epyaciag g Etapeiag
NEPITPA®H:
Nedio epappoyrig

AuTi n noATu Bpioke edappoyr oe Ghoug Toug otaBjous epyasiag (desktop, laptops) yia eviog 1
EKTéE Tou GikTUou tng Etawpeiag. Kade undlinhos mou ypewvetal efomuapd (desktop computer,
laptop K.T.A) OpifEToL WG LEWOKTATNG TOU KaL £lval UMEUBUVOS Y Wt EQApUOSEL TS OBNYIES TTou
TEPIYpAGHOVTEL TNV TOATK QuTr.
MoAmeg
ATtoSext| xpi
© To khsiowo Tou H/Y kat Tou nepubepeLaroy eEoMATIoU UETA TO MEDAS TNG EPYOOLAS ToU
KkéBe undiiniou tng Etaupeiag.
‘O H evepyomoinan ToU sCreen saver UMOXPEWTIKA UE Xprion quvBnuaTikod dF MEpinTwan
MOpAKPUVENG ToU UTIEAANAOU Y10 apKETS Xpovikd SLactnua amd tov HyY.
© O teppamopss Twy ouvbéoewy dTav anopakpuvieite amd tov HfY n dtav Sev eivan
anapaiteg.

]

H xprion povo EEoUGOBOTNIEVOU UALKOU Kat AOYLOMIKOU.

[+]

H &nuuovpyia £4edpuy OVTIYPADWY TWV GPYEIWV MOU EYETE CMOBNKEUGEL OTOV

NAEKTPOVIKG UNOAOYLOTH GaC.

Mn anoSexT xpron
O H EyKOTaoTaon mapdvopou f W £0UcoS0TNHEVOU ASYIoHKOU.
O H anopakpuauévn Mpdapaon aToug oTadpous Epyascias Twy Xprnatuw tng Etapeiog.
O H napaperponoinen Tou SuTUou kaL Tou Internet Explorer and pn efouclodotnuévo
TPoTWIKS TG Etalpeiac,

QH it 1] i ToU

b mow ExeL eykaTacTabel and To
E50UOL050TNIEVD POGWILKG TG Exanpeiag.

EpmioeuTing Eelifes 1/2

‘M W EAAqvikA Anpoxparia
W W Ynoupyeio AroixnTixAC Avacuykpdrnong

ATY&AZ

EONIKO KENTPO AHMOLAL AICIKHIHI & AYTOAICKHIHE
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‘Evtuna Awtaxeipionc AopaAeiog

Mok no : 424
E§wrepikoi ouvEpyéTEg Ketl Avatiein
nshdreg
| Evwpian:

H Guwoddhon twy mAnpodopuv Kol Twy AN

IKOMOZ: oucTnpdTWY ad Ty Tpdopacn, v encfepyacia rj Ty
and &maxuﬁs OUVEEE' C mm.e?\ﬁ:res e Emgeius.
NEPITPA®H:
N&dio epappoyijg

H moAumkr autr) ehappdieral yia Shoug Toug EEWTEPLKOUS TUVEPYITES Kat IEAGTES (Tf
Erapsiag.

Mokimerq
EpmoteunKoTyTe

O Ot Efwrepol CUVEPYATES KaL OL TEAGTE] UNOYpAdOUY CUMBOCT EMMLOTEUTLKGT
i Twy TANpodoplIv g fog f Twv mEAomuv TG and pn 5ol

© H mpownn copfaon petaft mg Eroupeiog ko twy efwiepwuw cuvepyamwy 1

EAEyyETAL amo Tov vouko copBouko tng Etawpsiag.

O efwrepwol ouvepydteg AauPavouv cha Ta mBava IpoAnikd HETPA amd Ty

LWOTE v SLcHOAGHEL N ELMOTEUTIKGTNTE TWY Tpodoplin Tng Erawpeiog f Twv1

O To MPOCWMKS TwV CUVEPYOTWY TIOU EPYATETON, MPOCWPLVE | MOV, OTLS EyKon
Erawpeiag Sev amokahimrer kapia mnpodopia g Etawpeiag mou ExeL amokt
Tapoudia Tou atnv Etaipeia.

o

A KaL

O To MpooWKS Tw EEWTEPLKLIV GUVEPYITUN TIOW epydleTal yua tnv Etoupele, evnps
Tov UMEUBUVD achakelas yia T MNohrtkr] Acddkewas Tng Etapeiag.

O O efwrepikol ouVEpyaTe; Mou epydiovral ya v Etawpeia, ouppopduvovton pe
Achahews.

e v Mok

O eEwTEpWOL CUVEDYATES KL OL IEAGTEG £X0UV TIPOCRAoT MOV OTLG SHUpPUOYES, OTIC &
TANPOGOPLOKLWY CUTTNUATWY KO 0TA CUOTILOTG Vi TU QVyKES KOL TOV OKOTIO NS
V0L TO XpoviKG SLdoTnua mov opifetal oy cUpBacn. OnowadimoTe Katdypnon Tuwv g
n un efoucwdomuévn TpdoBaon o GAAD CUGTAMOTA Kl SeSopéva YUpaKTnp
UGN e TV oAk acdaheiag g Etalpeiog kol EMGEPEL TIC VOLLIES CUVET

[—

HAIKA

HAEKTPONIKH AIAKYBEPNHZH
KOINONIKHZ AZDAAIZHEZ AE.

= HAIKA [Evtumo
= Napdadoon voucher yra WIFI
| Eurvrticne: Kepaytikio AL, | Eywpuon: e I

MAPAADEH VOUCHER I'TA WIFI — IDIKA GU
Ironela gpdem
Oveparendnupa: Hppopnvia:
ANT/ Bsafaripou:
Evonpeio Tyrfia: Tz e-mail:
v

TuvBnparmied (Woucher )

xonbe xpdonc:

Napomphee:

O« Exw hafe yvion xm anoBiyopal Toug Spoug ¥prions Tou od
H.ALK.A. A.E. nou neprypddrovTan o endpevr cehida.

) ¥raoypop) % Hiigpoysivia Yrcpogs) AnsgeiaT
Nesptiesang

Eyxeipidio Bacikav

Apxwv Acpaleiag

MHN SEXNAME NOTE TI NPOZTATEYOYME

lpoararevouyie npiv ané éAa mv npoowikij LIas pyacia

Tpocraretiouye TV opalij Aeiroupyia g ETapEIac.

Epmoreumid

Tunua Aod. Zuot. & AKTOwWV - ATY&AS

Y B EAAqvixd Anpoxparia
W W Ynoupyelo AloixnTikAc Avacuykpdrnong

¥ £<OOa

EONIKO KENTPO AHMOLAL AICIKHIHI & AYTOAICKHIHE



‘Evtuna Awtaxeipiong AopaAeiog

‘Evtumto
Afhwon YrevBuvwy Aayeiprong Fuotnpdom
& Edappoyiv
[ “Eyxpron: TZaprln

lﬁ HAIKA

e

Fuvranme: Kapaahiou

KaTaypapn aToryeiwy unsutivou

= HAIKA [Evtuno EN - 4288
= AfAwon) véou xpriotn AvoBeisprgn

Tuwrdirnyg: Kopathioo A

| Byepion: Thapring T.

HAIKA

Evwne

Péhot Twv xpnoTwy

EN: 42112
AvaBsipnon: 00

AHAQFH NEQY XPHEZTH

[ ‘Evepram:

AlA Péhog

Enivopo |

KoTaypapr NANpopopiakol ZUgTAGTOG 1 eQapLoyRg

Ovopacgia

Tinog

TP (po NE) prphwnpa
Eywar/ong (yio epap-)

@uari Béon

Erondg herroupyiag

Hy. AvaAnyng
ewBivng

AvanAnpuwTég
unedBuvor

I navpagr unsifuvou | Huscpoy

EpmioTsuming

Ovopa Trangela gpdom
Ajvon & Tuipa
ChvaarmE namugpa: Hysepounyia:
— [ ]
Koraypapr) NAnpopopiakol TugTriaTog 1) e@apoyic
Ovepacia ThA.: email: Tiadja:
Tinog
IP (po M.E) ppdwnpa
EywaT/ong (yio £gap.)
pe - BE Dvopn gl
uvaikr) Béon
Exonég Aerroupyiag
ipocuwpnd Kudids iplomme:
Hy. AvaAngng
zubivng E-mail:
AvanAnpwTeg
unetBuvor
Mopempdoe

O Exw MPe yvibon xa onobiyopal va Tpd Toug kavéwves Aoy
REPIYPSEOVTAI £V guvTopia oTo Eyyeipibio Baowiv Apyov Acpakeiag Tng H.

Wnoyags) Xpcm

Hypgpoprvin

Yoy pogs) AyEiaT)

Hysegaasarn

EpnsoreuTinG

HAiKA

HA H"F"‘r IKH AIAKYBEPNHZH
KOINQONIKHZ AZDANIZHZ AE.

Tunua Aod. Zuot. & AKTOwWV - ATY&AS

EpmoTeuTIRG

ZehiBeg 1/1

Y B EAAqvixd Anpoxparia
W W Ynoupyelo AioiknTixAc Avacuykpdrnong

¥ £<OOa

EONIKO KENTPO AHMOLAL AICIKHIHI & AYTOAICKHIHE



TEXNIKA METPA

l | B ﬁu-mm Anuulpuvlu

@ HAEKTPONIKH AIAKYBEPNHEH Tunua Aod. Zuot. & Alktowy - ATYRAZ e(bba

KOINONIKHE AZDANIZHE AE. Eom(o KENTPO AHMOTAS AIGKHIHE & AYICAIKHINE



AdLaAeuntn napoyn Atktuwv Ko
TNAEMKOWVWVLWV

»Npoodatn otk ovvdeon pe to EAET ota 10G - mou pmopel va mpoodepel
evaAlaktikn pocoBaocn oe Qopeig mou avrkouv o€ auto to Siktuo.

» AUMAEC OTTIKEG ouvOEoelg (OuTAn 6dguon / SuTAR eloaywyn) ota 1 Gbps oto
EOViKO Aiktuo Anpootag Atoiknong ZYZEYZIZ.

»AUMAOC  evepyoc efomAlopog  XIYZEYZIZ  kat HAIKA  AE  ywa  uynAn
SdtaBeopotnta.

»0Mo 1o LAN tn¢ HAIKA AE, Baoiletal oe 10 Gbps backbone pe dutAd 10Gbit
Uplinks ota teploootepa RACKs pe Servers.

»To LAN tn¢ HAIKA AE amopovwvetal amd ta WANs Qopéwv pe Sutha
FireWalls (oe duataén active/standby).

»To LAN tn¢ HAIKA AE amopovwvetal amnod 1o Aiktuo ZYZEY=ZIZ & INTERNET pe
SutAa FireWalls (o duataén active/standby).

»0OMAec oL e€wteplkeg ouvdeoelg tng HAIKA AE eAéyyovtal amd Sutha IPS/IDS
(oe duataén active/standby) .

HAEKTPONIKH AIAKYBEPNHEH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ A4
KHZ AZDANIZHE AE. S~
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AdLaAewntn napoxn YRnpeowwv
MAnpodoplakwv ZUGTNUATWYV

»Ta meploootepa MAnpodoplakd Zuotipata tne HAIKA AE
(kupiwe ta MX EZMA) edapuolouv texvoloyiec Private
Cloud (virtualization & clustering).

»AloBetouv Ok touc dedicated SAN storages & tape
backup libraries

» AtaBetouv SumtAéc Siktuakeg odevoelc pe to backbone
core &iktvo.

»Kamowa Slabgtouv OkEC TOuC UTIOOOMEC e€omAlopoU
aodoaAeiac (FireWalls, IDS/IPS, Networks, Antivirus kArt).
»Kamowa M €xouv kal aAAoU onpeio mapouoiac Disaster
Recovery Site

WY EARqvixd Anpoxparia

H E i m W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
KOINONIKHE ASOAAISHS AE. © KENTPO AHMOTIAL AIKHIHE & AYIOAIOKNIHE



Ynodopec AopaAerlac

» Autdot network Firewalls pe moAAEc DMZs
» AutAa IDS/IPS

» Autdot Web Application Firewalls

» Mail Gateway (Virtual Appliance)

» Web Gateway (Virtual Appliance)

» Total Endpoint Protection/Antivirus

» Autovopo Guests WiFi (Captive Portal)

WY EARqvixd Anpoxparia

H E i KA W B Ynoupyeio AioiknTixAC AvacuykpdTnong
@ H/‘.“i:.: KTP “ m‘(_ - ,}\ Y E:; L DN J ‘HH w 8(660
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Kavovec AopaAerac

‘EAeyxoc mpooPaonc xpnotwv ota M tng HAIKA AE pe tnv xpnon
MS Active Directory (pe yvwotomnoinon & amodoxn tng MA).

YuvBeta passwords (eAdxlotouv MARBoUC xapaKTAPWV).
AAN\oyn Twv passwords o€ ToKTA XPOVIKA SLooTAOTOL.
KAeldbwpa password og aplOUO avemtuxwy npoomabeiwy.

OAn n kivnon mpoc 1o Internet yivetal peocw Web Proxy (ue
eAEYXOUEVOUC KOVOVEC).

OAn n e€wtepikn dakivnon emails yivetal peow Mail Gateway, kai
e\eyxopevouc kavoveg amo Mail Security Software (transport layer).

Endpoint Protection (Virus & Spyware protection, Proactive Threat
protection, Network & Host Exploid Mitigation.

Kpunttoypadnuevn aviaAdayn apxelwv pe Qopeic-SFTP Server
Autovopo Guests WiFi (Captive Portal) yia emlokemntec.

VV V \7 \7\7\7\7 Y

B EAAqvicd Anpoxparia

H B i KA W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHEH b’ 8(660
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Acdalela AedopEvwy

» Ta neploootepa NI (kuplwe ta EZMNA) tnc HAIKA AE
atoTEAOUV aVEEAPTNTEC VNOLOEC LE EAEYXOUEVOUC KOLVOVEG
StaAettoupylkotntac pe aAAa N2 (web services/APls)

» AloBEtouv S1ko touc tape backup library kat oplopéva €xouv
EVEPYOTIOLNUEVN KpuTtToypadnon dedopevwy.

» OLrneploootepec Baoelg dedopévwy (DBs) €xouv NéN
EVEPYOTIOLNUEVN TNV SuvatotnTa KpuTmttoypadnong Sedopuevwy
(Advanced Security Option).

» 2TIC teploootepeC Baoelg dedopevwy (DBs) umapyeL n
duvatotnta evepyomoinong tov option Data Masking (aAAa
Xpelaletal n mpounBeLa TNG oXeTKNG adelag evepyomoinong).

» 2€ OAeC TIC Baoelc bebopevwy yivetal kataypodn tpoocfaong
TwV xpnotwv dlaxeiptong kat Asttoupyiac (DBs).

» Nebopgva og AAANn popdn (m.x. €vrtumnn) puAdcoovtol o€
eAEYXOUEVOUC XWPOUC.

WY EARqvixd Anpoxparia

H E i m W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
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2YANOIH NEIZTHPIQN

l L& tunnm Anuulpuvlu

HAIKA FA.

HAEKTPONIKH AIAKYBEPNHZH Tunua Aod. Zuot. & Alktowy - ATYRAZ
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Kataypadn logs

» OAec oL ouokevec aodaleiac (FWSs, IDS/IPS, kAm)
oteAvouv logs cupBavtwy o€ KEVIPLKO ZUoTNHA
Syslog Server kot o€ SIEM.

» OMAoL ot servers N2 otéAvouv logs ocuppavtwy os
KEVTPLKO 2uotnua Syslog Server (pepkol kot o€ SIEM)

» OAec oL SlkTuakeCc cuokeveC oteAvouy logs oe NMS
(Lepikec kat oe SIEM).

» OAot ot WAFs kpatouv ta logs TOTIKA KoL To. OTEAVOUV
KOlL OE KEVTPLKO 2uotnua Syslog Server (peplkol kol o€
SIEM).

» To SIEM mapakoAouBeitan 24x7 amo cupuBeBAnuEvVo
SOC (ue oxetikn ZUpBaon).

WY EARqvixd Anpoxparia

H E i m W B Ynoupyeio AioixnTixAC AvacuykpdTnong
@ HAEKTPONIKH AIAKYBEPNHZH W 8(660
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TI EINAI O (EE) 2016/679 — GDPR

TENIKO2Z KANONIZMOzZ NPO2TAZIA2
AEAOMENQN

B EAAqvicd Anpoxparia

H E i KA . ' Ynoupyeio AroixnTixA¢ Avasuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHEZH TpApa Acd. 2uot. & Aiktwy - ATY&AS A4 s(bba
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TI XPEIAZETAI O GDPR;

» ALOLKNTLKA LETPOAL
» OpYOVWTLKA LETPA
» TeEXVIKA HETPA
» N\oyodbooia
» Apnodiec Apxec NMpootaoiac Asdopevwy
» YTokeipeva tTwv Aedopévwy
» Xpovikouc mteploplopolc stdomnoinonc mapafioon

B EARqvikd Anpoxparia

HAIKA -
@ SN B ' ' P e«dda

HAEKTPONIKH AIAKYBEPNHEH Tunua Aod. Zuot. & AKTOwWV - ATY&AS
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Tl OEAEI O GDPR;

» Nouiun Eneéepyaoia

» Npocdloplooc Tou okoroU

» EAaylotomnoinon Asdopévwy

» 2XETLKOTNTA AESOUEVWV

» AkpiPela Asdopevwy

» MNeploplopevn Alatnpnon Asdopevwy
» Oeuutn Emeéepyaoia

@ HAEKTPONIKH AIAKYBEPNHEH Tunua Aod. Zuot. & Alktowy - ATYRAZ
KOINQNIKHZ AZDOANIZHE AE.
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zuvadn Epya o€ e€€EALEN

> Yriapyel N6 og €€EALEN TO £pYO TNC
«Avadlopyavwonc tnc HAIKA AE» rou
nepltAapBavet:

1. To veo opyavoypauua the HAIKA AE pe mpotaon
TOU avadoXou yLa:

» dnuloupyila  «Aveéaptntou  lpadeiov  Aodalelag
MAnpodoplokwyv ZUoTNUATWYY, TIou Ba Aoyodotel oto
[padeio Aloiknong (AteuBuvwyv ZupBoulo)

» onuloupyla  «Aveéaptntou  lpadeiov  Aodalelag
Aedopevwv» (DPO), mou Ba Aoyodotel oto AlOKNTLKO
JupBouAlo tng HAIKA AE

2. Tnv motomnoinon tng HAIKA AE pe 1ISO-27001,
1ISO-20000, kot ISO-9001

@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
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Enopeva Epya

Yriapxel oe €&eAEn Stadkaoia mpoknpuéng €pyou e TiTAO
«MNapoxn umnpeowwv TeXVIKAG umootnpténg tng HAIKA AE
ol e€WTEPLKO avadoyo ywa to Ixedbiaopo MpoypAppotog
ZUppHOpdPwong pe tov Tevikd Kavoviopo [Mpootaociog
Acdopévwv (GDPR - 2016/679) tnc EE»

DuoLko avTlkeLpeVO Tou pyou Ba gival:

» OAZIH A: Kataypadn kot xaptoypddnon TwV TPOCWITLKWV
dedopevwy

» OAZH B: Alevépyela « EKTiunong AVTIKTUTIOU» OXETLKA LLE
v «lMpootacia Asdbopevwv» (DPIA)

» OAZH I': MeAétn amnotipnong anokAioswv (Gap analysis)

» QAZH A: 2xeS100UOC TPOYPAUATOC CULUOPDWONG
(Compliance plan)

B EAAnvich Anpoxparia

H E i KA . . Ynoupyeio AroixnTixAc Avacuykpdrnong
@ HAEKTPONIKH AIAKYBEPNHZH w 8(660
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Anuovpyvia & TApnon Mntpwovu
Mpocwrnikwv AsdopEVWV
» 2UAAoyn oTtolxeilwv aro to MNpadeio
[Mpootaciac AeSopEVWVY
» Evtomiopoc oAwv tTwv Tunwv 6e6oUEVWV
» Kataypadn oAwv tTwv eldwv SedopEvwy

» KaBLepwon pac dtadkaoioc ouvtpnong tou
Mntpwou MNMpoowTiikwv AedopEVWV

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHZH W 8(660
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Evhuépwon Npocwrnikou-
EkrntaldevoelC

» Exouv nén yivel kamolec ekmaldeVoEeLC
NMPOOWTILKOU o€ Bepata:

» GDPR,
» DPO, kalt

» Juppetoxn umaAAnAwyv oto «Kowvotopo Epyaotript ylo
tov KIMA» tou EKAAA

» ApopoAoyeital Evnuépwon oAou tou Mpoowritkou
» [a dnuoupyia KovAtoupac NMpootacioc Asdopevwy

B EAAqvicd Anpoxparia

HAIKA
HAEKTPONIKH AIAKYBEPNHZH Tunpa Aod. 2uot. & Alktuwyv - ATY&AZ
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[MPOKANOELC

»Na  60BoUvV  KEVIPLKEC  KATEUOUVTAPLEC
VPOLULLEC aro TOUG apPUOSLOUC
OeopoBetnuevoug @opeic otoug QPopelg
epappuoync tovu GDPR (6Ao to Anpooto)

» OUOLOOTLKI UTTOOTAPLEN TWV ALOLKACEWV TWV

Dopewv otouc urtaAAnAouc ntov Ba oploouv
DPO

» Noa EekaBapioet To Tomio otic NOULKEC
gvBuvec Twv vrtaAANAwv DPO twv Qopewv

WY EARqvixd Anpoxparia

@ HAEKTPONIKH AIAKYBEPNHZH W 8(660
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59 MEPEZ MNMPIN THN EQOAPMOIH TOY GDPR
TEAIKA NOzO ETOIMOI EIMAZXTE;

Euxaplotw yla tnv npocoxn oog!

ewpyLog Tlwpting
Mnxowvikog H/Y Zuotnuatwy
MSc Data Communication Systems

AAAAAAAAAAAAAAAAAAAAAA

HAIKA aarvy
@ HAEKTPONIKH AIAKYBEPNHZH Tur‘lua Agd)' SUOT. & Alktuwyv - ATY&AS \0/ S(bba
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